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ULM Introduction
User life cycle management (ULM) is the process of creating, managing, and deleting user accounts and 
access rights across various applications and resources in an organization. ULM typically involves the 
following stages.

0. ULM Masters: This is the process to implement existing organization data into system.

1. User onboarding: This is the process of creating user accounts and assigning them to the appropriate 
groups, roles, and permissions based on their job function and responsibilities. User onboarding also 
includes providing users with the necessary credentials, training, and support to access the applications 
and resources they need.

2. User management: This is the process of updating and maintaining user accounts and access rights as 
the users’ data, roles, and needs change over time. User management also involves monitoring user 
activity, enforcing security policies, and resolving user issues.

3. User offboarding: This is the process of removing user accounts and access rights when the users leave 
the organization or change their status. User offboarding also includes revoking user credentials, 
transferring user data, and conducting exit interviews.

ULM can be done manually or automatically, depending on the size and complexity of the organization and 
the applications and resources involved. Manual ULM can be time-consuming, error-prone, and insecure, 
as it requires human intervention and coordination across different departments and systems. Automatic 
ULM can be achieved by using software tools that integrate with the organization’s directories, 
applications, and resources, and automate the provisioning and deprovisioning of user accounts and 
access rights based on predefined rules and workflows. Automatic ULM can save time, reduce errors, and 
enhance security, as it eliminates the need for manual input and ensures consistent and timely 
enforcement of policies and compliance requirements.
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A user group is a collection of multiple user accounts that share the same access rights to the computer and/or network 
resources and have common security rights. User groups are used to simplify the management of user accounts and 
access rights in an organization, as they allow administrators to assign permissions and policies to a group of users instead
of individual users. This can be Department also.

An application is a type of software program meant to help a computer user accomplish a task. Some applications come 
bundled with a computer’s operating system, while others are available for download from websites and through App 
Stores. Applications can be designed for various purposes, such as word processing, media playback, accounting, gaming, 
and more. The term “app” is often used to refer to applications for mobile devices such as smartphones and tablets.

In computer science, a process refers to a program or application that is running on a computer system. A process can be 
thought of as an instance of a program that is being executed by the computer’s operating system. Each process has its 
own memory space and resources, and can interact with other processes and the operating system.

If you are using an Android device, you can use the device’s GPS or network location services to 
determine the user’s location.

A device is a physical hardware or equipment that provides one or more computing functions within a computer system. It 
can provide input to the computer, accept output or both. A device can be any electronic element with some computing 
ability that supports the installation of firmware or third-party software1. Devices can be used for various purposes, such as 
recording, measuring, and computing. Some devices, such as peripheral devices, are auxiliary in nature and can provide an 
input, output, or both to a computer.

Software is a collection of instructions, data, or computer programs that are used to run machines and carry out particular 
activities. It can be classified into system software, application software, and utility software
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